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No.QSD.H/CSK HPKV (GA)/- 6 2 1e- 1)
Dated, Palampur, the

Registrar

To

\/1. Incharge UNS,
CSKHPKV, Palampur.
2. Incharge ICT Cell,
CSKHPKYV, Palampur.

,

Subject: Guidelines on Information Security Practices for Government Entities.
Sir,

| am directed to enclose herewith a copy of email dated 22.11.2023
alongwith its enclosures received from Website Division, UGC, New Delhi on the above
subject and to request you to take further necessary action in the matter, please.

Yours faithfully,

Encls: As above. Deputy. istrar (Admn.)
CSKHPKYV, Palampur
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Email Vice Chancellor CSKHPKV

Fwd: Guidelines on Information Security Practices for Government Entities-reg.

From : Website Division <website-ugc@gov.in> Wed, Nov 22, 2023 04:23 PM
Subject : Fwd: Guidelines on Information Security Practices for Government 42 attachments
Entities-reg.

To : vemedicaluniv mandi <vemediczluniv.mandi@gmail.com>, Vice
Chancellor CSKHPKV <vc@bhillagric.ac.in>, Vice Chancellor
<veuhf@yspuniversity.ac.in>, ve@hpnlu.ac.in, vchptu@gmail.com,
Vice Chancellor <vc@hpuniv.ac.in>, ve@spumandi.ac.in, Vice-Chancellor’s Sectt,
vc@bgsbu.ac.in, ve@clujammu.ac.in, ve@cusrinagar.edu.in,  CSKHPKY, Palamput
shakilrom@iust.ac.in, vc@jammuuniversity.ac.in, Py, No.. .. N s
veoffice@kashmiruniversity.ac.in, vc@skuastkashmir.ac.in, vc sinha Dm..,.}},/\_;.‘..\.} ey i
<vc.sinha@smvdu.ac.in>, vc bau <vc_bau@rediffmail.com>,
vc@dspmuranchi.ac.in, vcjrsu@gmail.com, vpandey me
<vpandey.me@bitsindri.ac.in>, vckolhanuniv@gmail.com, o VI
vc@nusriranchi.ac.in, venpu09@gmail.com, g
vc@ranchiuniversity.ac.in, sona jharia Minz <yc@skmu.ac.in>, !
vc@vbu.ac.in, ve@kswu.ac.in, ve@bub.ernet.in, L 94+
bcuccb@gmail.com, ve@base.ac.in, vc@bnu.ac.in, vedu dvg 2. : ]
<vcdu_dvg@yahoo.in>, vegug@rediffmail.com, LA &%\\\\?\% 4
kannadauniversity@gmail.com, vijay thambanda o “f P
<vijay.thambanda@gmail.com>, ksluvc@karnataka.gov.in, oy . e B
vcksou@gmail.com, ve@kud.ac.in, vckajavivi@gmail.com, st
registrarksu@gmail.com, vcksrdpru2016@gmail.com,
profvchat@gmail.com, vckvafsub@gmail.com,
vemusicuniversity@gmail.com, Prof. B.P.VEERABHADRAPPA
<vc@kuvempu.ac.in>
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Dear Madam/Sir,

Please find enclosed a copy of O.M. dated November 09, 2023, from MeitY regarding guidelines
on Information Security Practices for Government Entities. The suidelines have been developed
by CERT-In which relates to Information Security Practices, procedures, prevention, and response
and is applicable to attached and subordinate offices, and all government institutions, "public
sector enterprises, and other government agencies under their administrative purview.

The guidelines are available on the website of the Ministry of Electronics & Information
Technology (MeitY) and CERT-In through the following URLs:

https://www.meity.gov. in/writereaddata/files
/Guidelines%200n%20!nformation%20$ecuritv%2OPractices%ZOfor%2OGovernment%ZOEntities.p
df

https://www.cert-in.org.in/PDF/guidelinesgovtentities.pdf
This is for your information and necessary action.
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With kind regards,

UGC, New Delhi
[ AR

- D.0. CISO 20.11.2023.pdf
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— Guidelines on Information Security Practices for Government Entities.pdf
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GOVERNMENT OF INDIA
MINISTRY OF EDUCATION
DEPARTMENT OF HIGHER EDUCATION
SHASTRI BHAVAN
NEW DELHI-110 115

Syed Ekram Rizwi

Joint Secretary (A) & CISO
Phone No.: 011-23383872
Email: syed.rizwi@gov.in

D.O No.8-4/2017-TEL (pt)
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Date: 20.11.2023

LY
Please find enclosed a copy of O.M. dated November 09, 2023 from MeitY
regarding guidelines on Information Security Practices for Government Entities. The
guidelines have been developed by CERT-In which relates to Information Security
Practices, procedures, prevention and response and is applicable to attached and
subordinate offices, and all government institutions, public sector enterprises and other
government agencies under their administrative purview.
2 The guidelines are available on website of Ministry of Electronics & Information
Technology (MeitY) and CERT-In through the following URLs:
https://www.meity.gov.in/writereaddata/files/Guidelines%200n%20Information%20Secur
ity%20Practices%20for%20Government%20Entities.pdf
https://www.cert-in.org.in/PDF/guidelinesgovtentities.pdf
2 The said guidelines may be shared for necessary action in organizations under
your administrative control. -
With Regards,
Yours sincerely,
Enclosure: As abov o e x\‘\'
: s = (= AD

(Syed Ekram Rizwi)
Copy to:-
1. All Bureau Heads of MoE.

3. All Concerned HEls, Autonomous Bodies, Attached Offices.
3. Dy. CISO, Department of Higher Education/ School Education, MoE, New Delhi
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Safe & Trusted Internet

Guidelines on

Information Security Practices
for
Government Entities

Issued by

Indian Computer Emergency Response Team (CERT-In)
Ministry of Electronics and Information Technology
 Government of India
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